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SUMMARY

Young people all over Europe are facing the challenges presented by the digital era, which
include the rise of misinformation and fake news. During the last year, irtgheext of the
Covid1l9 pandemic, youth and the whole population witnessed the health and wellbeing
information increase among media communication channels, many times becoming victims of
dis- and misinformation.

During the first phase of th&rasmus PlugJNE 2 S Ol  WhrofeEt2z®i& ZoRMEUOL
KA220Y0OU000028874), the partner organisations conducted research on the topic of
misinformation related to health and wellbeing in digital contexts, focusing on youth as a target
group. The partner organisations of the projetd authors of this report ar&ormation et
Sensibilisation de LuxembourdGrand Duchy of LuxembourgRontydysgu SL(Spain),
SYNERGASIA ENEGON POL(G@¥¢ce) andwldeas ABSweden).

By providing information on the mentioned issues and analysing thether, this report also

aims to explore the possibilities that the DigComp framework can provide in order to develop a
more specific approach that serves youth in the enhancement of their digital competence in
relation to health and wellbeing. This isrd@by developing competence statements for the
DigComp framework that focus on the relevance of health and wellbeing in the midst of the vast
amount of information available on the Internet. Additionally, the report will also serve as a base
for building p the next project results, as the created competence statements will be used for
building a SelAssessment Tool that will provide young people with an overview of their own
digital and media literacy competences in line with the DigComp framework.

As faras results are concerned, in the European context, the major issues encountered by youth

in regards to digital misinformation in the health and wellbeing areas are such as being exposed

to a large amount of information, often promoted by algorithms, mairkg strategies or false

experts. They also encounter challenges related to cybersecurity, cyberbullying, digital
KFENlaayYSyd FyR 2yfAyS @A2fSyO0OSed . SaARSaz e&2dz/3
but truth is that the fact that young people wetborn with new technologies does not mean

that they inherently know how to use them safely.

In this context, youngsters need to develop their digital skills to be able to navigate the Internet
with safety and preserve both their physical and mental Hedhor that matter, learning how

to fact-check, becoming a critical thinker, learning about media literacy, using a variety of
sources of information, communicating with others about the challenges one is facing in online
environments and being aware of king correct use of the digital tools is crucial.

Taking all the mentioned into consideration and after conducting all the necessary research both
in the partner countries and at the European and international levels, the partner organisations
have thoroudply developed DigComp competence statements with the will to support youth in
the enhancemenbf their digital competence and the preservation of their health while being
exposed to digital environments.
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1) Introduction

The relevance of Media and Informari Literacy (MIL) is increasing very significantly in recent
times. In the light of the Cowitl9 pandemic crisis, the need for literacy around health and
wellbeing information became apparentet,close to one fifth of young Europeans struggle with
usingdigital tools and handling information and data in everydayadeording to the new skills
agenda for Europe

The European Commissioecogniseghat media literacy and digital skilleve never been as

important as in today's societyor that matterthe DigComp Frameworlvas developed. This

framework was created by the Joint Research Centre JJRG) KS 9 dzNB LIS y Q& O2Y YA &
and knowledge serviégas a scientific project and with intensive consultation of stakeholders

As described by thdRE&y Thé Digital Competence Framework for Citizens, also known as
DigComp, provides a common language to identify and describe the key areas of digital
competence. Itisan EWA RS (22t (2 AYLINRGS OAGAIMSEa Q RAIAD
formulate policies that support digital competence building, and plan education anurgai

initiatives to improve the digital competence of specific target graups

First published in 2013, DigComp has become a reference for the development and strategic
plaming of digital competence initiatives both at European and Member Statesleselfar,

there have been three updates, DigComp 2 published in 2016, DigComp 2.1 published in 2017,
and DigComp 2.2. published in 202&ich areextending the range of competees and the
examples of practice.

As a general framework, DigComp can be extended to develop more specific approaches for
particular users and focused on particular competence areas.this context, this
Comprehensive Research Reportends to develop ew healthrelated statements for selected
competences of the Tompetenceareas of the DigComp 2.2 framework, with the goal of
bolstering the health and wellbeing aspects of it in relation with media and information literacy
and taking into account the néls of youth. For that matter, the Report first addresshe t
characterigition and understanidhg ofthe digital capabilities of youngsters, focusing on data
literacy, information, health and Wibeing

Hence, he Report is based on a literature review, sairveyquestionnaire and interviews to
identifythe challenges, gaps ambest practices in developing the competences and skills needed
by young people to access and to critically analyse media based on a numlasr adricepts
leading to an evaluation based on that analysis.

Specifically, e reportstarts analysng the issues associated to disnd misinformation in the

digital contexts, especially focusing on that information related to health and wellbeing.
Subsguently, it explores the gap@ ¥ @ 2dzy 3 LIS2LJ SQa | oAfAGASa G2
AYVF2NXNIGA2Y D | RRAGAZ2YFEtex aSOSNIf o6Sad LINI OGA(
abilities in relation to health and wellbeing are presented. Afterspraing the mentioned

points, the authors reflect on the needed competences and skills that young people need to

acquire and/or enhance in order to navigate the digital environments in a heaftthguccessful

1 EU Science Hub (202Buropean Commission. Available latps://joint -research
centre.ec.europa.eu/index_efAccessed: 3 June 2022)

2DigComp 2.2. (2022) JRC Publications Repository. Available at:
https://publications.jrc.ec.europa.eu/repository/handle/JRC1284A6cessed: 3 June 2022)
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Infodemics
manner. Lastly, based on the previaeflections, the new DigComp competence statements
are proposed.
ThisComprehensive Research report is part of Erasmus Plus Infodemics projefproject
code 20201-LU0IKA220YOU000028874) Theli SNY WAYFT2RSYAOMd-12GSYa FN

pandemic and is defintkby the WHO (2020)as an overabundance of informatiorsome
accurate and some notthat makes it hard for people to find trustworthy sources and reliable
guidance when they need i he overall goal of Infodemics is &ssist young people across
Europe tobetter deal with the expanse of digital information and misinformation targeted
towards them in relation to health, mental health, wellness and wellbeiftgus, one of its
specific objectives i® make use of the DigComp in order to develop more specific approaches
that serve youth in the development of their digital competences in relatmmealth and
wellbeing.Although Infodemics firstly intended to work with DigComp 2.1, DigComp 2.2 was
releaed while this report was being written. Hence, the authors decided to use the most
updated version of the framework.

3 Managing the COVHD9 infodemic (2020). World Health Organisation. Available at:
https://apps.who.int/iris/bitstream/handle/10665/334287/97892400103%hqg.pdf(Accessed: 28
March 2022)

i
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2) Methodology

For developing this comprehensive report, each of the four partner organisations contributing

to it (Formation et Sensibilisation de Luxembourg, Pontydysgu SL, SYNERGASIA ENEGON
POLITON and Swideas AB) firstly conducted national research in their resmeetivtries
(Luxembourg, Spain, Greece, and Sweden) and developed their own national research reports.
This comprehensive report brings together the main findings of the four national reports of the
mentioned contributors and adds the international aspéxtthe content and a transnational

analysis focusing on the European context.

The methodology usedby the four organisations for collecting informatidancluded the
conduction of interviews, surveys, and desk reseaatihof them conducted between February
and March 2022.

a. Interviews:

Eachpartner interviewed young people and/or stakeholders in their national cont&tte.aim
of the interviews was to collect information about the perceptitrat young people and
stakeholderswho directly work with youngsterdiave in regards to health infimation and
misinformation, especially in the digital conteXhe number of interviews as it follows:

Sweden:

1 5 young people, mostly university students betweer2Zyears old
1 4 stakeholders, one university professor, one coordinator of an N@® teacher of
primary and secondary school and a freelance trainer.

Greece:
1 4 stakeholders, all of them being language teachers working with youngsters
Spain:

1 4 young people under 2fears old
1 3stakeholders, all of them beimeople working in the fieldf youth and education

Luxembourg:

1 3 young people, mainly high school and university students betweez®32ars old
1 5 stakeholders,one representative of the Ministry of Youth of Luxembourg, a
Luxembourgbased high school employee, and three NGO repriesives

b. Surveys:

The survey has been shared in a Google form questionnaire format, in both Englishtaad

partner language® ¢ KS 3J21f g1 & G2 O02ftftSO0 AyF2NNIGA2Y |
their experience when reading up onformation available online, especially in the areas of

health and wellbeingThe questions were very reflective, and participants were asked to

respond to them as truthfully as possible.

Sweden:

1 22 people responded the questionnairRespondents includethoth young people
between18-30 years old86.3%)xnd stakeholderbetween31-50 years old13.7%.

Greece:



Infodemics

' f ) @ Co-funded by the
l | ' | e _ S Erasmus+ Programme
= of the European Union
—

1 There were 13 respondent$heir age range was fluctuated from 18 to 50 years old
Spain:

1 The questionnairevas completed by 11 young peofdad 4 stakeholders
Luxembourg:

1 There were 12 respondentRespondents included both young people betweerR308
years old (41.6%), 280 years old (25%) and stakeholders betweerb@lyears old
(33%).

c. Desk research:

As for the desk research, a diverse range of different sources were checked from the Internet,
including articles, reviewsgpic-related websitespublications blogs,research studies and the
European Projects Results Platform (EPRP).

The sourcestackie 2 LA Oa NBfF ISR (G2 YAAAYTF2NXI(GA2YZI RAA
the usage of digital tools, MIL (Media and Information Literag@uth work, health and

wellbeing. We also collected some best practices on the mentioned topics to illuptrasible

ways of acting upon the challenges presented in this report.

C2tft26Ay3 GKS fAYyS 2F (GKS NBLERNIQa (2LAO 2y YA3
put efforts in providing truthful information from verified sources, giving especiasideration

to those including evidenebased knowledge and demonstrating a clear scientific methodology.

lff GKS a2dz2NOSa 2F AyF2NXYIGA2y Oy 6S F2dzy R AY

After collecting all the necessary information, analysing it and building the national research
reports, the partners developed new statemerits 13 competences defined in the DigComp
2.2 frameworkwith the goal of bolstering the health and wellbeing astseof it The 13
competences were chosen taking into account the results and discoveries made during the
research phase and shown on this report.

The statementgan be found irsection’7) New DigComp Competence Staentsof this
document.




THE ISSUES ASSOCIATED
WITH MISINFORMATION,
DISINFORMATION AND 'FAKE
NEWS'IN THE HEALTH AND
WELLBEING CONTEXTS




Infodemics

' f ) @ Co-funded by the
l | ' | e _ S Erasmus+ Programme
= of the European Union
—

3) The issues associated with misinformation, disinformation and
'fake news' in the health and wellbeing contexts

aAAAYTF2NNIGA2YS RAAAYTF2NNIGAZ2Y YR aFl 1S ySgaé
health and wellbeingDefining these terms can be a complex task. For the purpose of this article,

we can define health misinformation as information that is contrto the consensus of the

scientific community regarding a certain phenomenon. Disinformation is a deliberated effort to

circulate misinformation in order to gain money, power, or reputation. Nevertheless, discerning

between disinformation from misinformain can be very difficult.

Besides, it is important to note that wean get information from a multitude of places:
knowledge regarding health and wibléing is cobbled together from health care professionals,
family, friends, books, newspapers, magaziresijcational pamphlets, radio, television, and
pharmaceutical advertisements. However, we are increasingly using online searches for
answering our questions rather than pursuing information through the other mentioned
sources. Although some individuals dess likely to get health information from the Internet,
such as older adults and those with less education and income, there is no doubt that the
Internet has democratized medicine. Approximately 5% of all Internet searches are health
related. Although rost individuals report that search empowers their decisiaking regarding
health issues, the first challenge to finding online information is often choosing the correct
symptoms or diagnosis to search for in the first place.

Hence, he Internet became a highly used resource for people to learn about health and
Ay@SadAa3arisS 2ySQa 26y KShditiduks have yiRaydidoiiged LG A 3
information from outside the formal health care systebut the Internet changed people's
engagement with health informatiahFor instancein Sweden50% of our survey respondents
admitted they would search on Internet for their symptoms, against 27.3% who said they would
call a doctor right away when feeling sickhe numbers are different ken it comes to
Luxembourg, where 65% of the respondentsuld call the doctor right away and 35%ould

look for online information. In Greecg8% of the people would call a doctor whereas 30% would
ask someone from their environment for help (familyefrils, etc.)In Spain, respondentsre

more likely togo to the doctoffirst, but they would be eager to get a second diagnose eibiyer
asking a friend/relative or by consulting the Intern®espite these differences between
countries it is worthhmentioning thatmany of the stakeholdersnterviewed for this research
stated that the youngsters search a lot on the web for information regarding their health and
well-being by placing the keywords of the symptoms on the searchifireadng noncritically

the results that come up from the search

Confirmation bias
As Briony SwireThompson and David Laz&tS& St Yy SELX FAY Ay Fy2iKS$S
publication$, a group of researchers investigated online health informatieaking. They &sd

4SwireThompson, B. and Lazer, D. (208@pual Review of Public HealtRublic Helath and Online
Misinformation: Challenges and Recommendatiofd. 41:433451. Available at:
https://www.annualreviews.org/doi/10.1146/annurepublhealth-040113094127(Accessed: 13 March
2022)

> SwireThompson, B. and Lazer, D. (208@pual Review of Public HealtRublic Helath and Online
Misinformation: Challenges and Recommendatiofsl. 41:43451. Available at:
https://www.annualreviews.org/doi/10.1146/annurepublhealth040119094127(Accessed: 13 March
2022)

6 Keselman Aet al. 008. Consumer health information seeking as hypothéssting J. Am. Med.
Inform. Assoc. 15(4):4895
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laypeople to read a hypothetical scenario regarding a relative who was experiencing chest pain
and subsequently search the internet for information. In the beginning, incorrect knowledge
often led people to search for information on irrelevant websitesn-official ones) and to seek

out data that would confirm their initial incorrect hypothesis. This is known as confirmation bias.
It happens when individuals selectively expose themselves to evidence that supports prior
beliefs. Confirmation bias isqslematic because it is possible to find evidence to support many
different hypotheses online, particularly in fields such as health and nutrition.

Lack of trust and inaccurate information

Generally, we do not possess the cognitive capacity, motivation, or time to evaluate all the
information that we can find online. However, motivation seems to increase when we are to

research a topic regarding our own health condition or symptoms. Yeagbessment of source

reputability and the veracity of information is a difficult task. Moreover, the Internet is a fluid,
everchanging systenin fact,90% of thewhole world's data had been created in the previous

2 yearsin 2017,which means thatlmodgi | ff (KS $2NX RQa SEA&lAYy3 RI
years.The output of data was roughly 2.5 quintillion bytes a day. Nowadlgse numbers are

likely to bemuch higher as the digital world expands rapidlyhat makes the task of finding

trustable nformation even more difficult.

As thereis a large amount of inaccurate information onlipeople can easily be misinformed.

For example, in a quick Google search one can find that eating apricot seeds will curé. cancer
There is no scientific evidence to support that statement. In regards to the -@8yidndemic,

and as one interviewee expied SHRom dhe start of the COWI® Pandemic, information
relating to health became more prevalent than ever before in our media and social media
streams. Official guidance changed weekly as the situation unfolded with restrictions varying
even at localdvel. It became increasingly more difficult for the average person to keep up with
the barrage of information from government and from health authority sources and all of this
was mixed in with a high level of misinformation and alternative narrativesnartloe causes,
effects, preventions and cures for the virus and its symptores.

Then, how can we identify the trustable sources of information? Formal institutions are the most
trustworthy to majority of the population. Nevertheless, they are increasiolgbllenged by the

riseofnon2 FFAOALIE &aAGSa YR AYRAGARdAzZ ta GKFG FOG |
expose their experience as if it would be scientifically proven, although it might not be.

As one of our Spanish interviewees explainedelationto the increase of healtinformation

we all experienced during the Covitb pandemict 6 KSy &2dz | &1 Fo62dzi (y26AYy
gKIFG 6S IINB NBIFIRAYy3I: AGQa y2 f2y3ISNI I YIFGGSNI 21
source orispeeSSPA S SR L 3ASYydzAiySt e R2yQGThd abitywto g K2 (2
judge whether or not someone is qualified or experienced enough to provide information we

seek is an important competence when navigating media.

It is also a fact that when people are scared or doubtful, as it usually happens in the midst of
disease, their susceptibility to misinformation increas@ghen false information achieves
acceptance and becomes a belief, it is difficult to change. $&lcapability to step back and

7 International Journal of Media and Information Literacy (200gberleninkaAvailable at:
https://cyberleninka.ru/article/n/medialiteracy-and-criticakthinking/viewer (Accessed: 29 March 2022)
8 Jimenez, A. (202EjightingCancer with Apricot SeedS empleton Wellness FoundatioAvailable at:
https://templetonwellness.com/articles/fightinecancerwith-apricotseeds/(Accessed: 10 March 2022)
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reS@Fftdz2r S GKS AYyF2NNIGA2Y gAft @FNEB RSLISYRAyY3
sociodemographic characteristiés.

False information spreadiast and far

We need to be aware that misinformation and disinformation are introduced online by many
different sources: vested interests, politicians, news media, gossip, and works of fiction.
Vosoughi et al® tracked 126,000 rumours spread by more than 3 million people on Twitter.
They discovered that false information diffused farther and faster than true information.
Apparently, similar outcomes were found in studies focusing on health misinformation.
Vosougni et al. hypothesized that the reason that false information diffused faster than true
information was that the first elicited more disgust, fear, and surprise. It is also interesting to
note that Goel et at! found out that broadcasted information (thene shared by influential
accounts such as big news channels or famous people) spreads much farther than information
going through viral cascades (from one person to another). In fact, as stated by Yuxi Wang et al.
In the articleSystematic Literature Rewir on the Spread of Healtikelated Misinformation on
Social Medi&# d&Even internet memes that are described as spreading virally also often receive
substantial media coverage. This finding suggests that individuals and corporations with large
social mediaaudiences have a greater responsibility to check that the health information they
are sharing is correct. It also suggests that encouraging individuals with high follower rates to
share corrective or higbuality information could be an effective strategyreduce the spread

of misinformationb € @

It is also interesting to see the results of tReevalence of Health Misinformation on Social
Media: Systematic Reviétv This systematic review intended tiolentify the main health
misinformation topics and theipopularity on different social media platforma. total of 69
studies were reviewed. They found out that health misinformation was most prevalent in studies
related to smoking products and drugs such as opioids and marijuana (reaching up to 87% of
misinformation). Misinformation about vaccines was also high (43%). Health misinformation
related to diets and nutrition was around 36% while misinformation related to-non
communicable diseases and pandemics reported rates of 40%, especially in the caseenf
Finally, the lowest levels of health misinformation were related to medical treatments (30%).
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So now that the patient can have an active role in consuming and evaluating health information,
can weassess if the access to this information is helping or hindering people?

First, we need to know if individuals are checking official websites orel@ble ones. 45.5%

of our Swedishsurvey and interviews respondents expressed that they would look dirs

interesting links they found googling their symptoms. Only a 27.3% said they would check official

health websitesAs for Greecep i’z &l AR (1 KSe& OKISath seivikeSweBsted S NY Y Sy |
whereas for Spain, this percentage is right below 50%.

9Wang, Y. etAl. (2019)Systematic Literature Review on the Spread of Healdted Misinformation on
Social Media, Social Scienc#&dicine Vol. 240. Available at:
https://www.sciencedirect.com/science/article/pii/S02779536193054A6cessed: 20 March 2022)
10vosoughiS et. Al.(2018 The spread of true and false news onliBeience 359(6380):11¢®1
11Goel S. et. Al(2016) The structural virality of onlindiffusion Manag. Sci. 62(1):1896

2Wang, Y. etAl. (2019)Systematic Literature Review on the Spread of Healdted Misinformation on
Social Media, Social Science & Medicif@. 240. Available at:
https://www.sciencedirect.com/science/article/pii/S02779536193054Aecessed: 20 March 2022)
13 Suarez_ledo, Vand AlvarefGalvez, J2021)Prevalence of Health Misinformation on Social Media
Systematic Revievttps://www.jmir.org/2021/1/e17187/ (Accessed: 21 March 2022)
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Secmd, we need to discover if people can come to the correct health conclusions themselves.
[FadGgfexr S KIFI@S G2 20SND2YS GKS OKIffSy3asS 2F S
information causes them any harm.

A Pew Research Center repdround that only 3% of people reported being harmed, or

reported knowing someone who has been harmed, by information found online. However, this

data might not be accurate as it is possible that some individuals are not evidently harmed or

that they do notexactly recall being harmed because of the information itself. Hence, the true

magnitude of harm is likely to be higher simply due to the reported rates of people seeking
online, unofficial medical advice.

Another way that misinformation can affect healih by increasing uncertainty, stress and
anxiety. Feeling unable tdistinguish facts from misinformation fuels psychological distfess
This means that health misinformation can not only have a negative effect on society by
spreading false informationbut also by causing mental discomfort through the diffused
content.

5SLISYRAY3I 2y (KS AYRAGARAZ £t Qa 62F0iSyo dzy 02y aoOA
to stressful situations with either an adaptive (challenge) or maladaptive (threat) response.

These can lead to physical and mental health implications, such as poor mental health or
cardiovascular disease

Last but not least, it is worth mentioning thelbse t0100% of our survey respondents explained
they like to read informatiomnd communrgate throughsocial media. Nevertheless, the fact that
fake news are very common on social media is well known. Hence, the aforementioned
consequences that health misinformation can have on individuals is likely to increase on the
social media contexi®ven if according to our researcthere seems to be general awareness

on the fact that social media can contain big amounts of inaccurate information.

14 Fox S andDugganM. (2013 Health online Pew Res. Cent., Internet Technol.

15 Leung, Jet. Al. (2021Concerns over the spread of misinformation and fake news on social gedia
challenges amid the coronavirus pandenicProceedings dhe 3rd International Electronic
Conference on Environmental Research and Public Health. MDPI AG(Bds@). Available at:
https://doi.org/10.3390/ECERPBI09078(Accessed: 22 March 2022)

BWalton, G. (2021Fake news is bad for society, but could it also be bad for your heattifable at:
https://www.mmu.ac.uk/newsand-events/news/story/14671(Accessed: 25 March 2022)
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